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Six out of 10 devices that
provide user interfoces
were vdnerable fo a range
of issves such os persistont
XSS and weak credentials

90%

of devices collected at
least one piece of
personal information via
the device, the cloud or
its mobile application

70%

of devices used
unencrypied network
services

Vulnerabilidad

80%
of devices along with their
clovd and mobile
application componants
failed 1o require passwords
of a sufficient complexity

and length.

70%

of devices dong with their
doud and mebile
application encble an
aftacker to identify valid
user occounts through
account enumerction

http://h30499.www3.hp.com/t5/image/serverpage/image-id/60193i94E791486D73C841/image-
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Mapeo logistico
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Diagrama de bloques
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Evaluacion

Statistics Function Obtained Expected
i nzxi Yi 'in ZYi
Correlation c= 2 2 2 :
coefficient WYX - (X )Py -y -0.0008 0
Entropy ¢ 7.5788 8

H=). P(S)log, P(S)

i=1

Mean cuadratic

error 1w )
ECM:HZﬂ (Y;i-Y)
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Estandares Federales de
'Procesamiento de Informacion (FIPS)

Obtained
Test P-value Status
APPROXIMATE ENTROPY 0.809791 OK
BLOCK FREQUENCY 0.491789 OK
CUMULATIVE SUMS 0.412876 OK
CUMULATIVE SUMS 0.312923 OK
FFT 0.804313 OK
FRECUENCY 0.406539 OK
LINEAR COMPLEXITY 0.750305 OK
LONGEST RUNS OF ONES 0.504821 OK

NONOVERLAPPING TEMPLATE 0.5094025 OK

OVERLAPPING TEMPLATE 0.313653 OK
RANK 0.885113 OK
RUNS 0.436975 OK
NONPERIODIC TEMPLATES 0.5094025 OK
SERIAL 0.381633 OK 12
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Conclusiones

Se propone criptograma basado en el caos.

La originalidad de nuestro generador de secuencias pseudoaleatorias
se encuentra en la mezcla apropiada de comportamientos dinamicos
mapas cadtica y su perturbaciéon, con el fin de mejorar su
complejidad y el espacio de clave secreta, que corresponde a los
parametros de control sistemas caoticos.

Por lo tanto, las secuencias pseudo-aleatorios producidos a partir del
generador de flujo de claves criptograficas tienen propiedades
adecuadas en términos de calidad de la aleatoriedad, en los que su
validez se demostré a través de las pruebas estadisticas del NIST.
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